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Anti-Money Laundering Enforcement Actions and Exam Priorities

A FINRA Enforcement Actions
A AML related cases resulted in the most fines for 2020

A Interactive Brokers case
A $15 million fine for widespread failures in their AML program

A Score Priority Corp. case
A $250,000 fine for not tailoring its AML program to reasonably monitor for and report suspicious activity

A 2021 FINRA and SEC Examination Priorities
A Customer Identification Program (CIP)
A Transaction Monitoring
A Training Program



A\ Increasing regulatory attention

A Growing threats to data security

A Technical threats grow more
sophisticated

Cybersecurity
Landscape




What Is Business Email Compromise (BAC)/Email Account Compromise
(EAC)?

A Business email compromise (BE@Jso known as email account compromise (EA€pne of the most financially
damaging online crimes. It exploits the fact that so many of us rely on email to conduct budnlsersonal and
professional.

A Itis a common fraud scheme in which a criminal uses email to impersonate a customer or employee for fraudulent
purposes.

A Fraudsters use compromised email accounts, in conjunction with social engineering tactics, to initiate an unauthori:
transfer of funds.

A Smalito-medium sized businesses are especially vulnerable.



Email Compromise Has Resulted in Large Financial Losses

A Business email compromise and email account compromise was the #1 cybercrime reported to the FBI in 2020, in
of money loss.
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Recommendations for End Users

A Enable multifactor authentication for all email accounts.

A Verify payment and purchase requests in person if possible or by calling the person to make sure it is legitimate. Yc
should verify any change in account number or payment procedures with the person making the request.

A Keep your systems and software-tgpdate (Windows updates).
A Always have current/updated anmtirus running.

A Use a password with a minimum of 8 characters that include u@rel lowercase letters, numbers, and symbols.
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What To Do If You Are a Victim

A If you or your customers discover any unauthorized payments, contact your financial institution immediately.
A Report any attempted or actual fraudulent financial transfergformationsecurity@kovacksecurities.com

A https://www.fbi.gov/scamsand-safety/commonrscamsand-crimes
A https://reportfraud.ftc.qov/#/



mailto:informationsecurity@kovacksecurities.com
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes
https://reportfraud.ftc.gov/#/

ech Support Fraud

A Criminals may pose as a security, customer, or technical support representative offering to resolve such issues as ¢
compromised email or bank account, a virus on a computer, or to assist with a software license renewal. Some rec
complaints involve criminals posing as technical support representatives for GPS, printer, or cable companies, or
support for virtual currency exchanges.

A The losses amounted to over $146 million, which represents a 171 percent increase in losses from 2019.

A The majority of victims, at least 66 percent, report to be over 60 years of age, and experience at least 84 percent o
losses (over $116 million).



Suggestions for Protection
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Remember that legitimate customer, security, or tech support companies will not initiate unsolicited contact with individuals
Install adblocking software that eliminates or reduces pops andmalvertising(online advertising to spread malware).

S Ol dziAz2dza 2F OdzaG2YSNJ adzLILI2 NI yYdzYoSNE 200FAYSR QOAl ténlSy
are likely boosted as a result of Search Engine Advertising.

Recognize fraudulent attempts and cease all communication with the criminal.

Resist the pressure to act quickly. Criminals will urge the victim to act fast to protect their device. The criminabs &nesdeof
urgency to produce fear and lure the victim into immediate action.

Do not give unknown, unverified persons remote access to devices or accounts.

Ensure all computer antiirus, security, and malware protection is up to date. Some victims report thetwvimas software povided
warnings prior to attempt.



How To Protect Yourself and Customers
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Be careful with what information you share online or on social media. By openly sharing things like pet names, schdelsdgal) at
links to family members, and your birthday, you can give a scammer all the information they need to guess your passvsard or an
your security questions.
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Carefully examine the email address, URL, and spelling used in any correspondence. Scammers use slight differences ayérick y

and gain your trust.

Be careful what you download. Never open an email attachment from someone you don't know, and be wary of email attachments
forwarded to you.

Set up twaefactor (or multifactor) authentication on any account that allows it, and never disable it.

Be especially wary if the requestor is pressing you to act quickly.



Reg Bl Form CRS Delivery Requirements
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any securities transaction (or investment strategy), including account recommendations, to natural persons. Reg Blhatwines imaking a
recommendation to a retail customer, we must act in the best interest of the retail customer at the time the recommenslateate| without placing our
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Reg Bl involves a general obligation to act in the best interest of clients. The general obligation is satisfied by ceitipliggngpur component obligations
specified in the rule as described below.

1. Disclosure Obligatiorm Requires that we provide disclosure before or at the time of the recommendation about the recommendation and the
relationship between us and our customer. This is achieved by way of the Customer Relationship Summary form(CRS).

2. Care Obligatiort, Requires that we exercise reasonable diligence, care, and skill in making a recommendation.

3. Conflict of Interest Obligatiort Requires that we establish, maintain, and enforce written policies and procedures that are reasonably designed to
address conflicts of interest.

4. Compliance Obligatiolm Requires that we establish, maintain, and enforce written policies and procedures reasonably designed to achieve compliar
with Reg BI.
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Delivery is achieved utilizing the Docupace Tracker Bl System.



racker Bl Delivery of Form CRS

Beginning July 1, 2020, all financial representatives have been required to use the Tracker Bl system for documentiveyytief &ekm
CRS. The system can also be used to deliver Form CRS. Form CRS can be delivered in three ways:

A. Delivered by the financial representativdf this option is chosen the financial representative must enter the details of the delivery ir
the Tracker Bl System.

B. Mailed by the Tracker Bl System
C. Emailed by the Tracker Bl System

The Tracker Bl System will walk RRs through all the required information for the recommendation. Specifically, the iioltoviaigon is
required:

A Client/prospect information

A Date of the recommendation

A Specific recommendations(s) made, therefore, its critical that you specify all of the recommendations in which you made.
A Delivery Method of Form CRS



FINRA Rule 2210 & SEC Advertising Rule Updates
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A Institutional communications;
A Retail communications; and
A Correspondence

The rule sets forth requirements relating to approval, review and recordkeeping of communications; filing requirementseand re
procedures; and content standards.

G/ 2 NNB a Lihaarms sy @ritén (including electronic) communication that is distributed or made available to 25 or fewer retail
investors within any 30 calenddliay period.

Approval, Review and Recordkeeping

Retail CommunicationgA) An appropriately qualified registered principal of the member must approve each retail communication befc
the earlier of its use or filing with FINRA's Advertising Regulation Department ("Department").



FINRA Rule 2210 Continued

A RecordkeepindA) Members must maintain all retail communications and institutional communications for the retention period
required by SEA Rule }4&) and in a format and media that comply with SEA Ruledl P&/ORM). The records must include:
A Content Standards
A General StandardgA) All member communications must be based on principles of fair dealing and good faith, must be fair and
balanced, and must provide a sound basis for evaluating the facts in regard to any particular security or type of séastiriyy,ar
service. No member may omit any material fact or qualification if the omission, in light of the context of the materiatqurese

would cause the communications to be misleading.



v Pa

+3)00 ! Pl EAAOEI T 1T &£ &) .2! 201 A

CKS F2ft20Ay3 Aa | ISYSNIt 20SNIIASS 2F OF NA2dza T2 N¥Y2R102sF O2 )
a0F 0SSR AYy 2dzNJ 2{t Qad tfSIasS NBFSNI G2 GKS Y2001 wSOlFAft [/ 2YY
Email¢ Domainaccounts must be approved by the firm and surveilled and archived through‘qar8/ vendor Global Relay.
Website¢ Domain accounts must be approved. Preferrétp@rty vendors include FMG Suites, Emerald as well-astise created
websites.

3. Social Media Platformg All business related social media platforms must be submitted the compliance Department for review anc
approval. Current approved social media platforms include Facebook, LinkedIn, Twitter and YouTube.

4. Business Cards and Stationeq\All business cards, letterhead and stationery must be submitted for review and approval to ensure
the proper disclosure language is included.

5. TextMessaging! y& o6dzaAySaa NBfI ISR GSEG YSaal3aaAy3a NBldANBa G(KS o
application,TeleMessageAlthough this application is not currently required, it is highly recommended as a Best Practice.. If the firr
discovers that an advisor has text messaged clients and/or prospects regarding business related content, we will requseedhei
the TeleMessageapplication.

6. Traditional Correspondence This include handwritten and typed physical letters delivered to the client/prosgech calendar
j dzr NI SNE @&2dz I NB NBIljdzZANBR (2 dzL) 2F R Ay (G2 (-Kobch dyatém, dll @rittedt A |y
correspondence delivered to the clients. If no client correspondence was delivered during the respective quartered ytu are st
required to attest through MCO that no correspondence was delivered during the respective calendar quarter.
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13.

Advertisingg FINRA and SEC updates including new client testimonial rules

FINRA Reviewetters¢ The firm may submit to the FINRA Advertising Regulation Department, advertising that advisors submit for
approval depending on the content submitted.

Radio Programg All radio advertisements and programs must be submitted to compliance for review and approval. Very specific
disclosure language must be included with radio programs. Upon the production and/or transmission of the radio program, the
advisor must provide a audio file of the program to the Compliance Department for our books and records requirement.
Educational Seminarg All content of the seminar must be submitted for review and approval. Also required are any invitations to t
seminar, a list of invitees and a list of all attendees of the seminar.

Public Appearances and Quotations in Medtautlets ¢ All public appearances and interviews must be disclosed to the firm. If being
interviewed or quoited by a media outlet, you must provide list of questions and proposed responses to the interview/quote.
Marketing Expense Reimbursementif you receive any financial assistance from a third party for your marketing campaign, you mu
submit the Kovack Marketing Expense Reimbursement Form. Please note all marketing assistance must be on a reimbursement
process only.

Designations; Any designations used with the public will require confirmation of its attainment and current standing of the
designation. Only approved designations may be used.



What Is Considered Advertisement Under New SEC Rule?
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the communication includes hypothetical performance, that
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with regard to securities to prospective clients or investors in

a private fund advised by the investment adviser or offers

new investment advisory services with regard to securities to
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SEC 7 General Prohibitions

ADVISORS MAY NOT:

1.

2.

~N o

Include any untrue statement of a material fact, or omit to state a material fact necessary in order to make the statemheni niee
light of the circumstances under which it was made, not misleading.

Include a material statement of fact that the adviser does not have a reasonable basis for believing it will be abletdiatgspon
demand by the SEC.

Include information that would reasonably be likely to cause an untrue or misleading implication or inference to be dre@micgn
a material fact relating to the investment adviser.
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operation without providing fair and balanced treatment of any material risks or material limitations associated with ¢éiméigdot
benefits.

Include a reference to specific investment advice provided by the investment adviser where such investment advice ismtetpres
in @ manner that is fair and balanced.

Or exclude performance results, or present performance time periods, in a manner that is not fair and balanced.

Otherwise be materially misleading.



Examples of Full, Fair and Balanced Representations

Example #1 A graph showing best and worst performers over a set period of time, shown in equal size, would be a fair and balanced
approach to discuss past recommendation.

Example #2A proposal of securities selected based on their weight or size in the portfolio. Advisors may not generate a list @ssecurit
selected based on their performance.

Example #3A presentation performance for a twmonth period or over inconsistent periods of extraordinary performance with only a
footnote disclosure of unusual circumstances that contributed to the results could be considered misleading.

Example #4Providing the necessary disclosures on a marketing piece, but they are in an unreadable font, the advertisement would b
considered materially misleading by the SEC.




Advisory Reminders

When considering transitioning a client to advisory or opening a new advisory account:

A An advisory account should only be recommended when the client will benefit from ongoing advisory services.
A Buy and hold strategies will be generally better suited for brokerage/direct business.
A Before recommending an advisory account carefully consider all account options available to client. It is importantferestidethe
I O02dzy i (GeLS Aa O2yaAraidSyid 6AGK GKS Ot ASyiQa ySSRazxz 2062SO0!
A If recommending a rollover, make sure the rollover disclosure form is completed and that information from the previousspiesr
documented. If this information is not provide&dmake sure to document attempts made to obtain it.
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by the same advisor).

A Accounts already opened whose market value is below $10,000 will not be billed, however as there is and advisory agrpiEoent in
the advisor must continue to manage the account.




Advisor Directed Accounts

A KAI currently has three types of rep directed advisory accounts available please make sure that the account type dbiecigtibis
GKIF G Y2a0 F OOdzN» 6Sft e NBFEtSOU e2dzNJ Ot ASyidQa o6Sail AYISFNREAG ¢
objectives.

A The negotiated fee must be reasonable, given the account size and scope of work.



Advisor Directed Account Types

Asset Based ABP % is charged on total assets No transactional cost to 2.5% Maximum fee
under management. clients/FA

UCUEEINEERELRZCE S 95 is charged on total assets Transaction costs paid by F/ 2.0% Maximum Fee
TBFA transactional costs not
included (19.50) per trade

I EUEEHIRLREEECLROIERINIEION 0 is charged on total assets Transaction cost paid by 2.5% Maximum fee
transactional cost not client
included (19.50) per trade




Asset Transition to Advisory

1. Moving from Commissions to KAVill review past account activity in the account being transferred and, in some instances, reimbur
commissions paid, currently KAI has the following policies.
a) Lookbacks on commissions and Loads

A 90-day lookback on equities & fixed incomAnycommissions paid by client for the @@y period prior to the request will be
reimbursed.

A 3 year look back on mutual funds sales loa#Iwill review sales loads paid by client and a prorate reimbursement will be
done.

A CDSC chargesAny CDSC charges paid by client as a result of a sale in an advisory account will be reithpurseeds of the
sales of a mutual fund are being transferred to an advisory account and as a result of such sale, a CDSC was chardied. CDt¢
be reimbursed to client.

b) Journaling positions

A KAI will not approve journals for commission based REITS, structured products.
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tolerance, required documents are on file and that ongoing advice is being provided to client. KAl in some instancest will rej
such transfers or.remove from billing if deemed necessary.




Asset Transition to Advisory

c) ACATS to Advisory Accounts

A Accounts services will review positions being transferred in, and KAl will reach out or remove from billing commissionable
structured products, REITS and UITS if deemed necessary.

Ongoing AccounMonitoring: AST A RdzOA | NA S&axX &2dz I NB NBI dzi NB Rlatioshipdaubere an $vestroedt2 d.
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implementing/updating already established policies.



COMPLIANCE

Melinda Wolfec Executive Vice President & Chief Compliance Offic
Rick Slavik Senior Vice President of Supervision & Chief Compliance
Officer Advisory



Compliance Staff & Responsibili

Principal Review TeaqReviews and approves g
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Ben Weinstock Pamela Boodhc

Vice President of New Business New Accounts Principal




Compliance Staff & Responsibi

Melinda Wolfe

Executive Vice President & Chief
Compliance Officer

Overall supervision of the Compliance
Department and team.

Rick Slavik

Senior Vice President of S
(OSJ Principal) & Chief Ca
Officer for Kovack Advisors,

Overall supervision of the branc
offices and advisors.



